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The Demise of File Cabinets

Once we kept our data on paper
In locked file cabinets

Ģuarded by trusted employees 
during the day

I̧n locked rooms at night
Ḑata was available on a ñneed 
to knowò basis

Ḑata was private
Ḑata was defined
Ḑata was safe

2
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Quickness is Perceived As 
Value

We need this new 
application quickly

to meet our 
deadline .

Yes, the Sales 
application we are 
using is almost 7 

months old.
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We Reward Duplication of 
Data 

We built  
another financial database

to calculate all our local department costs 
and income so we could report our local

departmentôs monthly earnings
faster.

Achievement Award
Ceremony
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We often Rely on Memory for data 
governance 

I seem to remember that 
some of that data might be 
financial, so treat it all
carefully. 

Carefully?
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Context Keeps Slipping Away

Local ñtribal ò memory 
of data context such as 

precise business 
meaning , security

classification, and 
regulatory constraints 
often are lost due to 
rapid organizational 
changes , and 

personnel turnover .  

?

?

?

?

?

?
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Once we knew everybody and 
Knew every business process

Small companies know their data and 
understand their business processes.

Small company managers know all their 
people.

You may now be a large company.

Data is now highly regulated.

Your memory about your data, the rules for 
authorization and where it is..... ..ahéeré. 
What was the question again? 

7
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Today's Reality is Different
W̧e have lots of 
people in our office 
whom we do not 
know.

W̧e are time driven.

W̧e are busy.

W̧e are trying to be 
agile by working 
hard.

W̧e lose lots of data.



News: State Accidentally Prints 
Social Security Numbers

Monday, February 8, 2010 4:12 PM EST

SACRAMENTO, Calif. (AP) - California's Department of Health 

Care Services is apologizing to nearly 50,000 Medi-Cal 
recipients whose Social Security numbers were 
disclosed on the outside of envelopes.

The department was immediately notifying the affected 
beneficiaries. It says their Social Security numbers were 
inadvertently included on mailing address labels created by 
a vendor.

The Social Security numbers were included on letters mailed 
Feb. 1 to beneficiaries who receive adult day health care 
services.

9David Schlesinger CISSP
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Root Causes of Data Losses

1. We donôt have a step in our business  
process to identify sensitive Confidential 
Data content

2. We donôt have a process to capture the 
security risks and regulatory requirements 
of our data content

3. Except for Audit, there often was no 
central accountability to ensure that 
regulations were known and followed.

4. Data regulatory content and policies are 
scattered and often lost in re-orgs.
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Many More Information Protection 
Regulations Impact Your Enterprise 

HIPAA ðaccess, audit, and confidentiality

US Sarbanes Oxley Act 

Gramm-Leach-Bliley (USA) for financial 
institution data

Canadian Privacy Act (PIPEDA) 

Federal Information Security Management Act 
(FISMA) 

US FTC Standards for Safeguarding Customer 
Information

GAAP ðSeparation of Duties demands guidance 
the US SEC to prevent fraud

Food and Drug Administrationõs (FDAõs) 
requirements for electronic records and 
electronic signatures (21 CFR Part 11) 

Payment Card Industry (PCI) Data Security 
Standard (DSS) 

US SEC Laws ðInsider Data and confidentiality 
requirements

SB 1386, California Security Breach Information 
Act

AB 74, Interception of electronic information 
pursuant to court order

Cal SB 1386 requires auditable actions to 
protect information 

Cal AB 1901, Theft of electronic files or 
databases

Cal SB 168, Confidentiality of SSN

Controlled Information distribution restrictions ð
US Dept. of Commerce

FDA process audit information standards

EU Privacy Directive 95/46/EU DPD for all EU 
Nations 

US Patriot Act ðdata retention and delivery 
when required

FDA rules regarding data publication

About 490 data retention regulations
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Regulations Tell You To Follow 
Certain Steps for Data Protection

ÂTo create, follow and reviewyour security plans 
regularly, making changes as required

ÂTo inventory and documentthe locations of all 
business systems holding regulated information

ÂTo insert specific protection actions into your 
business and IT processes to protect this 
information

ÂToauditthe information access control criteria 
quarterly to assure information protection
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Data Alone Has Little 
Meaning 

Page 13

427 

April 14 , 2001 

34598 BT-D

We have no idea 
what this data 
really  means.  

It lacks business
context.

This is Data, 
but
NOT information
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Business Metadata Turns Data into 
Information

427 degrees for 23 minutes
is the recipe in process # 6543B 

April 14, 2001 starts the XYZ product 
warranty

Part # 34598BT -D is back-ordered

Business context turns 

data into information. 

This has standard 

business utility -but, 

It lacks Regulatory guidance.
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Regulatory Metadata Will
Protect Company Assets

427 degrees for 23 minutes in process # 6543B 

is our Trade Secret!
April 14, 2001 started the product  warranty and to 
prevent fraud, nobody can update this 
field!
Part 34598BT-D is back ordered and is Controlled 
Technology that by Law cannot be sold to 
a Restricted Country!

This is the Metadata that we need to
know to comply with regulations & Policy.
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Often Business Leaders have 
Pre-ERP Data Perceptions

Perception
ñFinance data stays in Finance and is 
controlled by Financeò

Reality
Finance data is actually used by sales, 
marketing, planning, purchasing, personnel, 
properties, research, mergers and acquisitions, 
legal, and ends up in the data warehouse 
shared by most everyone

16
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Data Moves Fast but Regulatory 
Sensitivity Rules Often Stay Local 

17

There is often no central group or system that maintains 
data regulatory definitions across the enterprise

Data Customers

Research
& Product

Design

Marketing

Raw materials
And suppliers Market

Research

DeliveryOrders

Sales Finance

Access
Control

HR

ProductsData 
Warehouse

Production
& Planning
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The Solution's Secret 

òEvery system should be made 

as simple as possible, 

but no simpler.ó

- A. Einstein
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Let's look at Regulatory 
Actions rather Than the Laws 
themselves
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Example of Some HIPAA 
Actions Required

Actions Required (not inclusive) 

ÉSecurity testing and auditing of transactions & Code Sets 

of  applications holding this medical data content.

ÉProof of Personal Data Privacy protection for all personal 

medical record data accessed or transmitted is required.

ÉUser Access Security enforcement for data content that is 

addressed by the statute.  

ÉSecurity Training available and administered.

ÉSecurity Incident Procedures documented and followed.

ÉDisaster Recovery plans written and tested
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Example of a few SOX Actions
for Data Integrity

Actions Required (not inclusive) 

ÉUser Access Control plan and quarterly reports on 
Access Security operations.

ÉChief Officer attestations of data integrity and system 
security.

ÉA system for secure identity management of all users 
accessing impacted financial data content.

ÉManage access privileges (the ability to change and 
manipulate data) to assure data integrity. 

ÉQuarterly security audits of user authorizations of all  
designated SOX content software systems.
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Gramm-Leach-Bliley (GLB) 
Actions Required

Actions Required (not inclusive) 
ÉImplement administrative system usage policies and 

security safeguards for data safekeeping.

ÉProof of administrative safeguards in place for Access 
Control must be available for audits.

ÉProof of physical safeguards for computers holding 
Business Private and Personally Private data must be 
auditable.

ÉProof of technical safeguards against malware and 
hackers that would reduce security must be in place.

ÉProduce audit history as proof that safeguards exist 
and are practiced effectively.
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Examples of PCI Customer 
Information Protection Actions

Actions Required (not inclusive) 
ÉA full security plan in place to protect electronic data.

ÉWarn employees of any security risks and vulnerabilities.

ÉApply all known security patches and use firewalls to 
protect against malware of all types.

ÉLog the activity of all users on your network.

ÉErase all data from any storage media that you dispose of.

ÉInsert dummy account data in all your customer lists to 
detect theft and fraudulent action.

ÉNotify all customers, credit bureaus, and law enforcement 
of any security breech or security incident, and secure the 
forensic evidence.

ÉEncrypt specific data types.
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Davidôs  Iron Law of Action©

No Regulatory 

Compliance Can Be 

Proven to Have 

Happened Unless There 

is The Audit Trail of An 

Action.
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We Cannot Do What 
Cannot Be Done! 

ÉNobody can comprehend hundreds of different 
rules, actions, and policies to protect each of 
thousands of data elements mentioned in each 
and every data-related regulation.

ÉCertainly, nobody could actually enforce these 
rules effectively!

ÉThankfully, the regulations are highly redundant, 
say the same things many times, and are 
redundant

ÉThey boil down to about 7+ Regulatory Families 
covering perhaps two-dozen protective actions.
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Regulatory Metadata 
To The Rescue

1.It can include regulatory sensitivity
in data definitions

2.We can make this sensitivity visible with a 
Metadata Repository 

3.Analysts and System Designers can learn 
of the data protection requirements before
they start building or installing new systems

4.Security folks can suggest clever ways to 
add data regulatory compliance from the 
start ïnot just tack it on later

26
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Discovery:  Most Data Regulatory ActionsFall 
into only a few Data Regulatory òFamiliesó

1.Insider Data (includes financial, mergers, and 
SOX) 

2.Business Private Data (includes PCI, NDA, all 
customer and supplier) 

3.Personally Private Data (Includes HIPAA, PCI) 

4.Competitive Advantage / Trade Secrets

5.Corporate Internal Data (All workers can see)) 

6.Industry specific ï(Demanded by legal agency) 

7.Retention Requirements (regulatory) 
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άaŜǘŀŘŀǘŀ CŀƳƛƭȅέ ¢ŀȄƻƴƻƳȅ - 1

òInsideró Data means that this current data might change the 
stock price when published.  It can be financial, or a future 
company decision of  importance.  An unfortunate 
corporate event is also ñinsiderò until announced to the 
public. It is also SOX data in terms of protective actions.

ñPersonally PrivateDataò consists of peopleôs personal 
information that can be tied to their identity or family. It is  
personal details, tax ID, Gov. ID, health data,  home phone 
numbers, work status, addresses, bank data, pay,  credit 
card numbers, domestic partner data, etc. It is also 
potentiallyPCI sensitive and  HIPAA sensitive.
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άaŜǘŀŘŀǘŀ CŀƳƛƭȅέ ¢ŀȄƻƴƻƳȅ - 2

άCustomer Privateέ ƛǎ ǇǊƻǘŜŎǘŜŘ ōȅ ŀƴȅ bƻƴ 5ƛǎŎƭƻǎǳǊŜ 
Agreement (NDA) or PCI or GLB standards and should 
not be communicated from one customer to another 
customer, or to a supplier, or to the public.

άLƴŘǳǎǘǊȅ ǎǇŜŎƛŦƛŎέis defined by a U.S. Government 
agency.  Companies and business groups having this 
requirement are usually aware of it.

άCompetitiveέ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀƴȅ ǇǊƻǇǊƛŜǘŀǊȅ ƛƴŦƻǊƳŀǘƛƻƴ 
that you wish to keep confidential from competitors. 
This includes Trade Secrets, methods you use, 
suppliers, formulas, price changes, etc.
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Why This Seems Simplistic but 
Actually Works

People incorrectly assumed they needed to control data in all 
its use states using highly complex rule-sets

This cannot function sustainably. Data stored in a table or in a 
database can only meaningfully have a ñfamilyò label that 
defines compliance actions for the family.

The assignment of the family category is done at the entity or 
table level, and you can apply that to the data within the view. 

That categorization then applies to all places where this data is 
used.

30
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Next Steps After Identification

ÉOnly when Regulated Data is aggregatedinto some 
view that is exposed to a user (in a report, on a screen, 
in a transfer, in a data extract, in a download), can the 
combined aggregation be given a more specific 
regulatory definition. 

ÉThis is the key step that Metadata can inform. It takes 
specific effort to reducethe sensitivity in a view, 
otherwise it is protected.

ÉThe default state is now protected data.  
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Consider The Metadata on a 
Passing Tanker Truck

The Big Yellow Signs on the 
truck tells us the tanker is 
carrying a Flammablefluid 

Your driving actionsare the 
same REGARDLESS of 
whichflammable fluid 
the tanker is carrying

Only people receiving 
delivery need to know the 
SPECIFIC fluid

Danger -

Flames

FIRE
WARNING

X45B --- YBT2
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Consider Regulatory Attribute 
Metadata

The Big Yellow Sign in the 
Metadata tells us this 
attribute is Private 
Personal Information

Our data protection actionsin 
storage & in transit will be 
the same REGARDLESS of 
whichPrivacy law it is

Only after aggregated into an 
authorized user view do we 
need to determine the 
SPECIFIC privacy law  
requirements to enforce

Gov. ID # 123 -456 -78910

PII



D. Schlesinger, CISSP Metadata Security & Compliance 34

A Regulatory Family is NOT a Security 
Classification ïYou need Both

I. Security Classifications are company policy 
decisions based on the importance and 
value of the data to the company.

II.They provide no information regarding 
specific regulatory constraints.

III.Regulations are externally generated.

IV.Regulations do not care if the person is 
trusted; they define who is allowed-to-know 
the data, how to protect data,
and who may go to jail.
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Regulatory Compliance Solution 
Stack

Apps AppsApps

Existing Access Control systems

Informed Authorization  Decisions

Mgr and Data Approver Access to Rules

Place to hold Profile Documentation

Process to Document  Sensitivity

Policy requiring Content  Analysis

Existing Regulations, and Policies Policy to mandate a user-account 
Data Security & Regulatory  
Compliance Requirements.

Create Procedure to capture 
Regulatory Data compliance 
requirements of users.

Give user-account Approvers 
Regulatory Profile data for 
informed regulatory 
authorization decisions. 

Provide Data Content Security
Profile data for any future 
regulations about user-role 
entitlement approval & role 
removal.

Data Protection  Goals


